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Agenda

• Webinar housekeeping 

• About Grey Matter 

• How to build better defences for your organisation 

through leveraging the human firewall

• The importance of building a healthy security culture

• How to enable your employees to make smarter security 

decisions

• Q&A

• Contact details



Welcome to today’s webinar

How can I ask a question?

• Q&A feature

• We will answer questions at the end

Can I view this presentation after the 

session?

• Yes, the webinar is being recorded

• The recording and slides will be available via 

the link you used to join today’s session

Additional support post webinar:

• Demos

• Free trials

• Licensing advice

• Blogs & other content

• Additional webinars to view & attend



About Grey Matter

• Launched in 1983

• Software reseller and cloud service provider focused on supporting developers 

and technology-led companies

• Acquired by the Climb Global Solutions (NASDAQ: CLMB) in 2020

• Offices in the UK, Canada, Ireland and the USA

• Vast catalogue of solutions from leading and niche vendors

• Cyber security, ISV, Microsoft, Embarcadero and mapping specialist teams



Javvad Malik

Lead Security Awareness Advocate

• 20 years in information / IT / cyber security

• Security Operations

• Consultant

• Industry Analyst

• Security Advocate

• YouTuber

• Podcaster

• Blogger

JavvadMalik.com

@J4vv4D









VDBIR: 74% of Data

Breaches Involve the

“Human Element”





W hy  do  peop le  fa l l  fo r  soc ia l  

eng inee r i ng  at tacks?  



H yper ac t i ve  WH AT  
Lazy  WHY



W hy  D id  T he  Ch icken  C r oss  T he  
Road?



Our  Own  Br a ins  Wor k ing  Aga ins t  Us



W hich  l i ne  i s  l onges t?



W hich  l i ne  i s  l onges t?









• The phaonmneal pweor of the hmuan mnid, aoccdrnig to a 
rscheearch at Cmabrigde Uinervtisy, it deosn't mttaer in waht
oredr the ltteers in a wrod are, the olny iprmoatnt tihng is taht
the frist and lsat ltteer be in the rghit pclae.

• The rset can be a taotl mses and you can sitll raed it wouthit a 
porbelm. 

• Tihs is bcuseae the huamn mnid deos not raed ervey lteter by 
istlef, but the wrod as a wlohe. Amzanig huh? 

• And I awlyas tghuhot slpeling was ipmorantt!

Per cep t ion  vs .  Rea l i t y



What do 

employees 

need to do?



Recognise

Report



More training! 



T h ink  l i ke  a  mar ke te r,

Not  l i ke  a  t r a ine r



T h ink  l i ke  a  mar ke te r



You  can ’ t  e f fec t i ve l y  t r a in  on  

eve r y th ing …

I f  you r  goa l  i s  behav io r  change ,

focus  on  2  to  3  behav io r s  at  a  

t ime



T he  a r t  and  c r a f t  o f  s to r y te l l i ng



Nudge them in the right direction



Plan like a Marketer.  Test like an Attacker.



Plan like a Marketer.  Test like an Attacker.



Plan like a Marketer.  Test like an Attacker.



Plan like a Marketer.  Test like an Attacker.



Plan like a Marketer.  Test like an Attacker.



Plan like a Marketer.  Test like an Attacker.



Simulated Phishing

• Ph ish  P r one  Pe r cen ta ge

• Repor t i ng  o f  S usp ic ious  E ma i l s

• A Cu l tu r e  Change



• Reduced Malware and Ransomware 

Infections

• Reduced Data Loss

• Reduced Potential Cyber-theft

• Increased User Productivity

• Users Have Security Top of Mind

82% Average Improvement

Across all industries and sizes from baseline testing to one 
year or more of ongoing training and testing

Generating Industry-Leading Results and ROI
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I  have  a  7 -
po in t  
s t r ate g y
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• C r e a t e  
C h a m p i o n s

• S h a r e  S t o r i e s  
F r o m  t h e  T o p

• I n t e n s i t y  v  
C o n s i s t e n c y

• D e s i g n a t e d  D r i v e r



Any questions?
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Get in touch

James McKenny

Cyber Security Solutions Specialist – Grey Matter

Phone: +44 (0) 1364 655 181

Email: james.mckenny@greymatter.com

Javvad Malik

Lead Security Awareness Advocate – KnowBe4

Email:           javvadm@knowbe4.com

Twitter:         @J4vv4D

LinkedIn:       /in/Javvad
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